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Packt Publishing Limited, United Kingdom, 2016. Paperback. Book Condition: New. 235 x 190 mm. Language:
English . Brand New Book ***** Print on Demand *****.Kali Linux: a complete pentesting toolkit facilitating
smooth backtracking for working hackers About This Book * Conduct network testing, surveillance, pen testing
and forensics on MS Windows using Kali Linux * Footprint, monitor, and audit your network and investigate any
ongoing infestations * Customize Kali Linux with this professional guide so it becomes your pen testing toolkit
Who This Book Is For If you are a working ethical hacker who is looking to expand the offensive skillset with a
thorough understanding of Kali Linux, then this is the book for you. Prior knowledge about Linux operating
systems and the BASH terminal emulator along with Windows desktop and command line would be highly
beneficial. What You Will Learn * Set up Kali Linux for pen testing * Map and enumerate your Windows network
* Exploit several common Windows network vulnerabilities * Attack and defeat password schemes on Windows *
Debug and reverse-engineer Windows programs * Recover lost files, investigate successful hacks and discover
hidden data in innocent-looking files * Catch and hold admin rights on the network, and maintain backdoors
on the network after your initial testing is done In Detail Microsoft Windows is one of the two most common OS
and managing its security has spawned the discipline of IT security. Kali Linux is the premier platform for
testing and maintaining Windows security. Kali is built on the Debian distribution of Linux and shares the
legendary stability of that OS. This lets you focus on using the network penetration, password cracking,
forensics tools and not the OS. This book has the most advanced tools and techniques to reproduce the
methods used by sophisticated hackers to make...
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